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Business Ethics
Stockholder Theory (manager for the company)

Vs !
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Contract Theory (company for the society) m

Vs.

Stakeholder Theory (manager for the benefit of stakeholder)
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Technology Ethics

* Proportionality: good show outweigh the harm or risk.
* Informed Consent: understand and accept risk.
* Justice: Benefits and risks distributed fairly.

* Minimized Risk: should avoid all unnecessary risk.
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Computer Crime

Association of Information Technology Professionals (AITP)
Definition:
1. Unauthorized use, access, modification, and destruction of
hardware, software, data or network resources.
2. Unauthorized release of information
3. Unauthorized copying of software

4. Denying an end user access to his or her own hardware,

software, data, or network resources

5. Using or Conspiring to use Computer or network resources

to obtain information or tangible property illegally.
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Hacking and Cracking
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® Cyber Theft

¢ Unauthorized Use at Work (time and resource theft)
® Software Piracy

¢ Theft of Intellectual Property

® Computer Viruses and Worms

¢ Adware and Spyware

® Privacy Issues

¢ Computer Matching

° Privacy Laws
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Current State of Cyber Law

Employment Challenges — Creation of more jobs

® Computer Monitoring

Challenges in Working condition — variation to monotonous

to push button

Challenges to Individuality — dehumanize and depersonalize
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® Health Issues - Ergonomics

® Societal Solutions (computer based diagnosis, training,

monitoring crime, pollution levels etc.)
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/Seourity Tools

Encryption
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plaintext ciphertext
encryption
.'{-'-

Step 1: Give your public
key to sender.

Step 2! Sender uses your public
key to encrypt the plaintext.

Step 3: Sender gives
the ciphertext to you.

Step 4: Use your private key (and

passphrase) to decrypt the ciphertext.

ciphertext plaintext
decryption
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¢ Distributed Denial of Service (DDOS)
1. At the victim’s website
2. Victim’s ISP

3. the sites of ‘zombie’ or slave computers that the cyber

criminals commandeered
® Email monitoring

® Virus Defenses
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Other Security Measures

Security Codes

Back up Files

Security Monitors

Biometric Security

* Computer Failure Controls (DR)

Fault Tolerant Systems (fail over capability)
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System Controls and Audits

Security Codes
Encryption
Data Entry Screens
Error Signals
Control Totals

Security Codes
Encryption

Control Totals
Control Listings
End-User Feedback

Security Codes
Encryption

Backup Files
Library Procedures
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End of Chapter
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